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Figure 12

H & : https://news.mynavi.jp/techplus/article/20180120-573203/images/002l.jpg
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< HiFfr > Synacktiv: < Ffr> From Pwn20wn Vancouver 2022 - Team Synacktiv vs Tesla Model 3 | ZDI:
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Product security blue team

o Dedicated to manufactured products (cars)

Working with external researchers

@ Workswiththe T security team (infra)

o Handles all phases of product life

External assessments Pwn20wn
/ Ask cybersecurity companies to assess the product International contest

Everything found can be useful (not only the impactful Real world scenario and impactful demonstration only
’ vulnerabilities)

Hardware (ECUs) is given to contestants

Security researcher program Bug bounty
+ Researchers can register their car as test product y ) Asksecurity researchers from all around the world to find and

Integrate the security from Code reviews Security assessments Security updates + Teslahelps researchers fix their car in case of broken ECU report security issues

the early product design Recommendations Product updates reviews

: + Gives a one-year root SSH key to researchers reporting
Detection

Incident response vulnerabilities that allow to get root on Infotainment
Bug bounty / Pwn20wn

Software and hardware
architecture

< HifT > Synacktiv: https://www.synacktiv.com/sites/default/files/2023-06/tesla sstic.pdf
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